
ISO 27001:2022 Required Documents List
This document outlines all the mandatory and recommended documents required
for ISO 27001:2022 compliance and certification.

Mandatory Documents

Core ISMS Documentation

Scope of the ISMS (Clause 4.3)
Information Security Policy (Clause 5.2)
Information Security Risk Assessment Process (Clause 6.1.2)
Information Security Risk Treatment Process (Clause 6.1.3)
Statement of Applicability (Clause 6.1.3 d)
Information Security Objectives (Clause 6.2)
Evidence of Competence (Clause 7.2)
Documented Information required by the standard (Clause 7.5)
Operational Planning and Control (Clause 8.1)
Results of Information Security Risk Assessments (Clause 8.2)
Results of Information Security Risk Treatment (Clause 8.3)
Evidence of Monitoring and Measurement of Results (Clause 9.1)
Internal Audit Program (Clause 9.2)
Evidence of Audit Results (Clause 9.2)
Evidence of Management Review (Clause 9.3)
Evidence of Nonconformities and Corrective Actions (Clause 10.1)

New Requirements in ISO 27001:2022

Planning of Changes Documentation (New Clause 6.3)
Process Criteria Documentation (Updated Clause 8.1)
ISMS Performance Evaluation (Updated Clause 9.1)

Recommended Documents

Policies

Access Control Policy
Information Classification Policy
Password Policy
Acceptable Use Policy
Clear Desk and Clear Screen Policy
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Mobile Device and Remote Working Policy
Cryptography Policy
Backup Policy
Secure Development Policy
Supplier Relationship Policy
Incident Management Policy
Business Continuity Policy
Cloud Security Policy (New for 2022)
Data Protection Policy

Procedures

Document Control Procedure
Internal Audit Procedure
Corrective Action Procedure
HR Security Procedures (pre/during/post-employment)
Asset Management Procedures
Access Control Procedures
Cryptographic Controls Procedures
Physical and Environmental Security Procedures
Operational Security Procedures
Communications Security Procedures
System Acquisition and Development Procedures
Supplier Relationship Management Procedures
Incident Management Procedures
Business Continuity Procedures
Compliance Procedures
Configuration Management Procedures (New for 2022)
Data Leakage Prevention Procedures (New for 2022)
Secure Coding Procedures (New for 2022)

Records and Forms

Asset Inventory
Risk Assessment Register
Risk Treatment Plan
Statement of Applicability (SoA)
Internal Audit Reports
Management Review Minutes
Incident Reports
Corrective Action Records
Training Records
Supplier Assessment Records
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Change Management Records
Backup Logs
Maintenance Records
Visitor Logs
Threat Intelligence Records (New for 2022)
Configuration Management Records (New for 2022)

Templates and Tools

ISMS Manual Template
Risk Assessment Template
Statement of Applicability Template
Internal Audit Checklist
Gap Analysis Tool
Implementation Plan Template
Security Metrics Dashboard
ISMS Project Plan
Data Flow Mapping Template
Incident Response Plan Template
Business Impact Analysis Template
Cloud Security Assessment Template (New for 2022)
Data Masking Implementation Guide (New for 2022)

Document Organization by Control Categories

Organizational Controls (5.1-5.37)

Information Security Policies
Roles and Responsibilities Documentation
Segregation of Duties Matrix
Contact Lists for Authorities and Special Interest Groups
Threat Intelligence Procedures (New)
Project Management Security Guidelines
Asset Inventory and Classification Documents
Information Transfer Procedures
Access Control Documentation
Supplier Security Documentation
Cloud Services Security Documentation (New)
Business Continuity Plans

People Controls (6.1-6.8)

Screening Procedures
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Employment Terms and Conditions
Security Awareness Training Materials
Disciplinary Process Documentation
Termination Procedures
Confidentiality Agreements

Physical Controls (7.1-7.13)

Physical Security Perimeter Documentation
Physical Entry Controls
Physical Security Monitoring Procedures (New)
Equipment Security Guidelines
Clear Desk and Clear Screen Policy
Asset Disposal Procedures

Technological Controls (8.1-8.34)

User Access Management Procedures
Authentication Guidelines
Cryptographic Controls Documentation
Secure Configuration Baselines
Malware Protection Procedures
Backup Procedures
Logging and Monitoring Guidelines
Configuration Management Procedures (New)
Information Deletion Procedures (New)
Data Masking Guidelines (New)
Data Leakage Prevention Procedures (New)
Web Filtering Guidelines (New)
Secure Coding Standards (New)
Vulnerability Management Procedures

• 
• 
• 
• 
• 

• 
• 
• 
• 
• 
• 

• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• 
• iso

27
00

1k
it.c

om

ISO27001KIT — Personal use only. Need a customised version? Visit iso27001kit.com


